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Abstract

This paper analyzes the performance of machine learning

models to identify social media bots on Twitter (x.com) over

time. To answer this question, this paper trains several ma-

chine learning models such as logistic regression, ridge re-

gression, lasso regression, random forest, XGBoost, and a

linear support vector machine. To train and test these models,

this paper employs several state of the art Twitter user and bot

datasets: Cresci-15 (2015), Cresci-17 (2017), Twibot-2020,

and Twibot-2022. Each of these datasets include several mil-

lion datapoints users and bots along with their tweets. These

models are then trained in a pairwise process. In which, mod-

els are trained on one dataset and tested on another dataset.

This is done for all pairs of datasets allowing a comprehensive

analysis of social media bot detection with general machine

learning algorithms between different time periods. After the

experiments were conducted a couple general trends were

observed. These models were able to obtain a moderate AUC

score. However, model trends downward as the datasets get

further apart in time. In general models performed worst when

they were trained on older data and tested on newer data. This

suggests that although detection of social media bots is pos-

sible the behavior of social media bots changes over time. It

may also suggest that social media bots are becoming more

sophisticated and harder to detect. This means models may

have to constantly adapt to new behaviors of bots and collect

new data to maintain high levels of performance.

1 Introduction

Social media platforms are already a central component of

people’s social media practices in political discourse, news

diffusion, and citizen mobilization. As open platforms for

interactions, information sharing, and mobilization that scale

in ways that conventional media cannot, their ease of inter-

activity also makes them very susceptible to manipulation

by machines. Social bots, as accounts that are controlled pro-

grammatically, in full or in part, to mimic human behavior, and

amplification of a specific message or interaction at scale, are

a pervasive example [8]. There are obvious benefits of automa-

tion and a range of harmless uses of automated accounts, such

as providing routine updates or services to users. Malicious

bots can disseminate spam, artificially amplify messages by

artificially generating user interactions, promote specific con-

tent while demoting others, and falsely appear to indicate that

certain sentiments are widespread. The task of bot detection

is thus not a technical moderation task but a broader research

challenge for the credibility of online public discourse, social

media platform governance, and data used for social media

research.

The broader social impact of bot activity has been well

documented. The 2016 US Presidential election saw bot ac-

tivity amplify partisan content and distort political discus-

sion [1], followed by bot-supported disinformation campaigns

during the 2017 French presidential election aimed at influ-

encing public attention and participation [7]. This issue, how-

ever, extends far beyond elections. The amplification of low-

credibility information by bots at the early stage of informa-

tion dissemination means that misleading information has a

window of opportunity to spread before corrections can be

effectively deployed [9]. The confluence of evidence points to

a dire need for social media bot detection not only for its tech-

nical challenges, but for its connection to integrity in public

discourse and information flow on the internet.

It has become increasingly difficult to detect social bots

over time as technology improves. Initial social bots used

simple automated functions and exhibited distinct posting

patterns and other obvious characteristics. However, recent

studies have shown that newer generations of bots aim to sim-

ulate the behaviors and attitudes of human users more closely,

making them difficult to detect for both humans and machine

learning systems [3]. The difficulty of bot detection has thus

become an ongoing arms race: increased efforts in bot de-

tection lead to the development of increasingly sophisticated

bots [2], and model performance can degrade rapidly when

applied to newer data due to bots’ ever-changing behavioral

signals.
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Hence, it is not guaranteed that high performance on a sin-

gle benchmark implies strong temporal generalization. The

recent availability of more comprehensive datasets, along

with advancements in detection methods, has addressed the

problem to some extent. The Botometer, a bot-detection tool,

demonstrates the continued potential of supervised learning

on comprehensive feature sets including profile, temporal,

network, and content features [11]. Benchmark datasets like

TwiBot-20 and TwiBot-22 have also contributed significantly

by providing large-scale, diverse, and more realistic data for

evaluating bot-detection models, while revealing that exist-

ing state-of-the-art models perform poorly on this harder

data [5, 6]. Although considerable progress has been made

in constructing bot detectors and datasets, a deeper investi-

gation into how supervised models transfer to other tempo-

rally distinct datasets has remained relatively underexplored.

This paper attempts to bridge this gap by comparing the per-

formance of multiple commonly used supervised methods

across datasets spanning 2015 to 2022. Using features re-

lated to users’ accounts and behaviors, we test how well

these detectors transfer across time and examine the effects

of bot evolution on prediction accuracy and feature relevance

on benchmark datasets, including Cresci-2015, Cresci-2017,

TwiBot-20, and TwiBot-22. We specifically evaluate feature

transferability between these datasets to identify features that

remain robust and relevant even as social bots continue to

evolve.

2 Related Work

There has been a lot of recent research focused on detecting

social bots in several related areas. These studies have focused

on the influence of bots, their behavior, methods of detection,

and benchmark datasets. This research highlights the difficulty

in addressing reliability issues over time.

One significant area of research focuses on how bots im-

pact public discussions and information systems. Ferrara et

al. [8] identified that social bots are a major challenge for

social media platforms because they have become more so-

phisticated and can imitate human behavior on a large scale.

Subsequent studies have shown that bot activity can signif-

icantly influence real-world communication. One example

of this is Bessi and Ferrara [1], who found that bots played

a major role in promoting partisan political content during

the 2016 U.S. presidential election. Similarly, Ferrara [7] ob-

served that bots were used to run disinformation campaigns

that were aimed at swaying public attention and engagement

in the 2017 French presidential election. From a broader

perspective, Shao et al. [9] found that bots tend to promote

low-credibility information, especially in the early stages of

spreading. This research is important because it underscores

the need for bot detection. Social bots are not just automated

accounts, as they also actively spread and promote misleading

and manipulative content.

A second significant area of research focuses on how bots

behave differently over time and the challenges that these evo-

lutions pose for detection. Cresci et al. [3] argue that newer

social bots are now designed to mimic real users, enabling

them to shift away from easier-to-detect forms of automation

and, overall, make it harder for both people and detection

systems to identify automated social bots. Cresci [2] further

explains that, due to advances in detection methods, social

bots have become more adept at avoiding detection. It is liter-

ature like this that matters for our work, because it shows that

we should not judge bot detection systems based on a single

dataset or timeframe. Instead, we must determine whether

models trained on one generation of bot behavior remain ef-

fective for more complex forms of automation, and how we

can address those shortcomings.

A third significant area of research focuses on develop-

ing bot-detection tools and benchmark datasets. For exam-

ple, Yang et al. [11] introduce Botometer as a practical sys-

tem widely used to assess the likelihood that a social media

account is automated. Botometer demonstrates the ongoing

value of supervised machine learning by leveraging detailed

features such as profile characteristics, activity over time, net-

work patterns, and content signals. On the other hand, bench-

mark datasets such as TwiBot-20 and TwiBot-22 have been

created to enable bot-detection systems to improve in scale,

variety, and realism [5, 6]. By going beyond the limited in-

formation in earlier benchmark datasets, the TwiBot datasets

represent a significant advancement in the field of social bot

detection. Simultaneously, the TwiBot studies show that ear-

lier detection systems are less effective in detecting social

bots when trained and tested on larger, more complex datasets.

These studies highlight the need for our field of social bot

detection to more thoroughly evaluate new methods for effec-

tiveness rather than relying on a single benchmark.

Our work builds directly on these contributions. Earlier

studies have established the social importance of bot detec-

tion, documented the growing sophistication of automated

accounts, and developed improved tools and datasets for eval-

uating detection models. Instead of proposing an entirely new

detection framework, our study focuses on a narrower but sig-

nificant question that has been less explored: how well stan-

dard supervised models generalize across datasets collected

in different years. To investigate this, we compare various

different models on Cresci-2015, Cresci-2017, TwiBot-20,

and TwiBot-22 using account-level profile and behavioral fea-

tures. In this way, our work complements prior research by

evaluating the temporal reliability of commonly used mod-

eling approaches and examining whether the features used

to differentiate bots from humans remain consistent as bot

behavior evolves.
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3 Methodology

This study evaluates the performance of several machine

learning models to detect social media bots on twitter across

datasets from 4 different time periods. Pairwise experiments

were conducted using one dataset as a train dataset and an-

other as a test dataset. These cross dataset experiments al-

lowed for analysis of machine learning models accuracy and

generalization over time.

3.1 Datasets

This paper employs the use of 4 state of the art datasets:

Cresci-15, Cresci-17, Twibot-2020, and Twibot-2022. Cresci-

15 is a human annotated dataset of accounts collected in

2015. Cresci-17 was annotated by CrowdFlower workers.

Both Cresci datasets separate accounts into many categories.

There are general users, 4 different types of traditional spam

bots, 3 different types of social spam bots, and fake follow-

ers. For the purpose of this paper in identifying social media

bots as a whole, this paper groups all categories outside of

genuine users as bots. Twibot 2020 data is crowd sourced

data in which annotators must pass a screening test with 80%

accuracy and afterwards each account in the dataset is labeled

by a majority vote from 5 annotators. Twibot 2022 data is

instead labeled by several bot detection models. These labels

were determined by first having 1000 accounts labeled by

social media bot experts, and then training several state of

the art models on these accounts. These models were then

used to label the remaining data with majority voting. Table 1

summarizes the per-dataset account and tweet counts derived

from our exploratory data analysis.

Dataset Users Bots Humans Bot % Tweets

Cresci-15 5,301 3,987 1,314 75.2 2,827,757

Cresci-17 14,368 10,894 3,474 75.8 6,637,615

TwiBot-20 11,826 6,589 5,237 55.7 1,999,788

TwiBot-22 1,000,000 139,943 860,057 14.0 88,217,457

Table 1: Account and tweet counts per dataset, computed

during EDA. Cresci-15 and Cresci-17 are bot-heavy, TwiBot-

20 is roughly balanced, and TwiBot-22 mirrors the human-

skewed distribution of Twitter at large.

An exploratory data analysis (EDA) was then conducted

on these datasets to get a better understanding of the data

distributions and the data itself. Because datasets collected

different data and used different data collections methods,

the EDA first examined what features each dataset included,

which features did each dataset exclude or miss, and what

were the percentage breakdown of each category and values

in each field. It was found that datasets contained different

percentages of these fields/values, as summarized in Figure 2.

This could be attributed to either different data collection

methods or differences in bot behavior over the years.

Figure 1: Bot vs. human class balance across the four datasets.

The Cresci datasets are bot-skewed by construction, TwiBot-

20 is roughly balanced, and TwiBot-22 reflects an organic

Twitter sample.

3.2 Feature Engineering

Based on the EDA, features were selected which might best

detect differences in bot and human accounts. The first fea-

tures included are core account features: account age, fol-

lower/friend ratio, profile completeness, tweet count, retweet

ratio, hashtag/mention/URL averages, text length averages,

save base feature dataset. The next set of features computed

are based on graph data. For each dataset, a graph is con-

structed with friends/following creating edges between ac-

count nodes in the graph. Then a graph embedding is created,

and features for the graph are calculated along with features

for individual nodes in the graph. These features include de-

gree, reciprocity, component, and neighbor data. Additionally,

pagerank and ego features are created as well. Figure 3 shows

the resulting degree distributions vary substantially across

datasets, motivating their inclusion as features. However, for

some datasets which are either too large to compute or include

missing data, these features can be excluded.

3.3 Experiments

After feature engineering, the models were trained. This paper

selected the following supervised learning algorithms:

• Logistic Regression

• Ridge Regression

• Lasso Regression

• Random Forest

• XGBoost

• Linear Support Vector Machine (SVM)
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Figure 2: Feature availability across datasets. Each cell indicates whether a candidate feature is fully present, partial, or missing

in a given dataset. Several account- and graph-level features cannot be computed for every dataset, which constrains the feature

set used in cross-era experiments.

These models were selected to evaluate both linear and non-

linear machine learning classification algorithms.

A cross dataset train and test framework was employed

to measure the generalization over a temporal shift of each

algorithm. In this framework, each model was trained on one

dataset and tested on a different dataset. This was repeated

until every model was trained and tested on every possible

pairwise dataset combination. This allows for a measurement

of performance and degradation across time and datasets.

Figure 4 illustrates the framework.

Finally model performance was evaluated by Area Under

the Receiver Operating Characteristic Curve (AUC). This

measures how well a model is able to separate positive and

negative classes. AUC scores are generated for each model

along with their degradation across different datasets. This

provides an understanding of how models perform across

different time periods and time.

4 Results

After training all of the models and running them on the dif-

ferent datasets, we get the AUC heatmap shown in Figure 5.

This heatmap shows the AUC score for each model across

all pairwise train-test combinations, where each row is la-

beled as the training dataset followed by the testing dataset

(e.g., "2015→2022" indicates a model trained on Cresci-2015

and tested on TwiBot-2022), and each column corresponds

to a model type. We see consistently high scores for mod-

els trained and tested on the same dataset, which is to be

expected. The remaining cross-era pairs show more mixed

results: pairs such as 2015→2020, 2020→2017, 2022→2017,

and 2022→2020 achieve relatively higher scores, while the

rest score considerably lower, indicating poor performance.

Interestingly, while the linear models — logistic regression,

ridge, lasso, and SVM — perform largely uniformly across

all train-test pairs, the tree-based models, random forest and

XGBoost, exhibit a notably different pattern, scoring consid-

erably lower than their linear counterparts in some pairs while

outperforming them in others. Although we can identify the

best performing model types for each individual pair (shown

in Figure 6), the uniformity of performance between the linear

and tree-based models makes this metric slightly misleading.

It is perhaps more accurate to characterize the difference as a

binary distinction between the two families, where the choice

of model family matters more than the choice of a specific

model. The individual per-model AUC matrices (Appendix B)

further support this distinction.

Despite this difference in model type, Figure 7 shows that

the mean cross-era scores were very similar for the different

types. The range between XGBoost (which scored the highest

on average) and lasso (which scored the lowest on average) is

less than 0.1, which is negligible. Additionally, none of these

mean scores exceed an AUC of 0.6, which further indicates

poor cross-era performance.

We can additionally look at how these models performed

over time. Given our previous findings, to see overall trends

we only need to look at a single result from each model family.

Figure A.1 shows this data for logistic regression and random
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Figure 3: Degree distributions of the friend/follow graphs derived from each dataset. Top row: Cresci-15 and Cresci-17. Bottom

row: TwiBot-20 and TwiBot-22. The distributions differ in both shape and scale, suggesting that graph-derived features carry

signal that varies across data collection eras.

Cresci-15

Cresci-17

TwiBot-20

TwiBot-22

Train

model M

Test on D j

(all j ̸= i)

AUCi→ j

Figure 4: Cross-era train/test framework. For each training

dataset Di ∈ {Cresci-15, Cresci-17, TwiBot-20, TwiBot-22},

a model M is fit and evaluated on every other dataset D j.

Repeating this over all six models yields a 4×4 AUC matrix

per model.

forest respectively. Additional data from the other model types

can be found in the GitHub repository linked in Appendix C.

5 Discussion

Our results highlight three findings about cross-era generaliza-

tion in supervised bot detection. First, every model achieves

near-perfect AUC on its own dataset but degrades substan-

tially when tested on a different one. Logistic regression, for

example, scores 0.9955 in-distribution on Cresci-2015 but

drops to 0.5390 (barely above random) when transferred to a

different dataset. The same pattern holds across all the other

models tested, indicating that the issue is not model specific.

Second, the choice of model family matters more than the

choice of an algorithm within that family. The four linear mod-

els behave nearly uniformly across all train-test pairs, while

the two tree-based models (random forest and XGBoost) fol-

low a distinctly different pattern, sometimes outperforming

the linear family and sometimes lagging behind it. Despite

these differences in pattern, the mean cross-era AUC for ev-

ery model falls within a narrow window below 0.6, which

suggests none of them can meaningfully generalize these

features.

Third, the effect of time on these models is not consistent.

While models trained on older data sometimes perform worse

on newer datasets, this is not always the case. Sometimes,

models trained on newer data perform worse on older datasets

instead. This suggests that performance differences are not

driven by bot evolution alone. Other factors such as how
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Figure 5: Cross-era AUC Comparison Across Models

datasets are labeled, differences in class balance (Table 1),

and variations in available features also play a significant role.

Overall, these results show that models trained on a single

dataset do not reliably generalize across different time periods

or data sources.

6 Limitations

Each of the models struggled to accurately detect bots on

datasets that differed from the one used to train the model.

For instance, the AUC values for Logistic Regression on the

Cresci 2015 dataset scored highly confident, a 99.55% when

cross compared with itself. However, when trained using the

same data set, the score dropped to 53.90%. A similar trend

was present within the Ridge, Lasso, Random Forest, Linear

Figure 6: Best Model per Pair (by AUC)

SVM, and XGBoost. This trend could likely be explained by

three key factors: our data was homogeneous, the features

selected were not distinctive, and bots across Twitter/X have

altered their functionality over the course of a few years.

7 Conclusion

This paper evaluated six commonly used supervised classi-

fiers: logistic regression, ridge regression, lasso regression,

random forest, linear SVM, and XGBoost. The models were

used for cross-era Twitter bot detection across four bench-

mark datasets spanning 2015 to 2022. Trained and tested

in a pairwise framework on a shared set of profile, content,

and graph-derived features, every model achieved high in-

distribution AUC but failed to generalize across datasets, with

mean cross-era AUC for all models falling below 0.6. The

choice of model family produced visibly different transfer

patterns, but no individual algorithm was very successful.

These results suggest that high single-benchmark accuracy

isn’t indicative of real-world reliability. Bot behavior, dataset

construction, and feature distributions all shift over time, and

detection systems built on static training data drift quickly

out of date.

8 Future Work

There is more research that needs to be done about the de-

velopment and progression of bots over time. However, due

to payment restrictions, it is difficult to obtain large datasets

can be used to train various models for bot prediction. For

future use, more varied datasets that correspond to each year
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Figure 7: Mean Cross-Era AUC by Model

spanning for at year the last five years would likely yield must

better results. In addition, distinguishing between different

types of bots, i.e., spam bots, or social bots would also allow

us to identify further gaps within our research.

Similar research has been conducted on this matter. An

investigation conducted by Sheetal and Kaur [10] split bots

into various categories such as spam bots, social bots, sybils,

and cyborgs, but showcased additional dataset limitations.

Another investigation conducted by Davoudi et al. [4] scored

models based on additional features such as mean post length,

tweet diversity, user name, and profile photo. Future research

with access to more data could investigate different types of

models as well as using a wider range of available features.
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A AUC over time

Figure A.1: AUC over time for each model. Each line represents a training dataset; the x-axis shows the test dataset ordered

chronologically. Top row: logistic regression and random forest. Middle row: ridge and lasso. Bottom row: XGBoost and linear

SVM.

B Per-Model AUC Heatmaps

Figures B.1 and B.2 show the full AUC matrices for each individual model type within the two model families.
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Figure B.1: AUC matrices for tree-based models.

Figure B.2: AUC matrices for linear models.

C GitHub Repository

The following repository contains all the code used for this project, as well as additional figures and data that were generated but

not included in this report. None of the Cresci or TwiBot datasets are stored in this repository.

GitHub Link: https://github.com/AhteshamAlvi/Twibot_Detection_Research
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